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Chief Signal Officer, War Department, Washington 25, D. C. 
Attn: SPSIS 



Inclosed herewith for your information is a copy of memorandum on 
fixed call signs prepared by a member of the local YNA committee. 

For the Chief Signal Offioer: 



1 Incl: 

Memo dtd 15 Apr 44, file B. 339/753/6 
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1 . A copy of 3lga 9 telegram No 85270 da tod 8 April baa boon circulated 
to thil a a ct Ion with wya* to MXSXMIP Manual of signal awnritgr. 

2. Appendix 1, which I submitted to X branch, la aharaeterleed aa an 
"Attack on ter Offioa ollqr g ove rn ing Major Jirouita'’ . It Sanaa that I 
should therefore put on re c ord its origin and 



3. The original MlOSAST Unmal of Jlgnal teourlty which la daooribad 

aa "exeellent" in para 4 Of tele grew 85270 oaatalna similar words at tha 
beginning of the paragraph on fixed callsigns (of chapter III para 5 "the 
ays tan of allotting fixed oallalgm to oartain l&gg rapBO atutlnm 
i w toarontlr Jte mmrtf ) aa tha equivalent pax* in the Printed N«v 1943 edition 
(auaptar ill para 9 • the system of allotting fixed oallalgm to oartain static 



‘AT stations working batmen and within 



la inherently lnaeoure. 



Juring the visit oy the i 0 in n to our station at JtiiUT *■ I 

itionoil the difficulty we are experiencing In reareating by traffic analysis 
diagrams of GiiHiU?: aetworlca and of sorting traffic, owing to the fact that 
the Of 1 ;■;> oae changing oallalgm for ALL their stations whether static or 

mobile; ;.wnd oonetantly oaks afaanges devised to hinder the task of our 
interest 11 on earvlae. I expressed the opinion that our aethoda seemed to 

be deteriorating since previously the oae of fixed oalLaigm ecus restricted 
to the ir A ‘SOT 2HAIN between ooenanda and theatres, and near their use had 
been expanded to fixed stations. 

5. I was aubee pently asked to redraft para 5 of chapter III since 

the reasons Justifying the atatmaent that the system was " inherently 
insecure 1 were fait to be indifferently expressed* This I did and para 5 
altered and the Appendix B woe added. 



6 . Chapter I para 4 of the t-anual contains the following: "a distinct lan 

has been mads betwe en the proce dur es eto which '- ILL be adhered to, and that 
which should be aimed at if oireuaeitenoae permit in order to obtain as great 
s degree j as possible*. If despite this, tha repetition of the statement In 
the revised edition that the*sywtea la tod ssre atly lnaeoure” is regarded as an 
•attaek on »nr Office policy governing major circuits" would it not be fair 
to suggest that tbs first duplicated edition which referred" 
law a tat Idm "contained the attaA rather than the subset-pent 
edition wham the phraseology wee ahanged to "wort in between and within 



7- The Y interooemunioatlon n e tw o rk has beer directly effected by 

this Mqwnalte in th use of fixed oallalgm. Aum the necessity for 
1 links between ilr.'TJT stations was first experienced, changing osll-iigns 
were allotted,* now all our mein stations including retao'e J& stations use 
fixed anils ig ns. \m alas and activity of our Y strategical network is 

thus laid bare to the enaoy. 
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(U) amujt Airtarm and O&XaH \x^ *m tte •— tjpv 
af high ini* atyter, tad tat infill Abl a aaaapt V tnffU anal/ala. 

(ill) GfflJtUI ALrftTM Md emus Jutsqr tefe «M tte MM 

b wk koik. 

ffca «Mfe4lM iMiUwb U (1) an mm or bra higtepavd links ud mm wry 
la* lW uaib. Dm J ajnrtw imm to tern Hiiitlwiid, ud 

aobtanaqr W our arttob tte bm af And anil* tea b«M rvteMd fatter ten 



ter>— ♦!/ it «ipaaw tet the AM<y and iirffcrva fey ba nalrg ten 

MM Wak wife tl i t W a n t aariala, I* aiy mm, thair fsaur af AbalMbl any 
M bw tt , feter ftMi or (biwUbmI, b m print tet tegr tears btei wd 
imUmi te tete —% dr a tte >%*» 



14. flrM tte tew tessrljtiMi of tte mim di t tnrm + m teb a wm tea 

MUSK mA «X» qrtbM, it is ppaalhla to ang&lip tea abort wwiay of te 
ran j m m gtea far tte tateraat twnnrily «f oar fife fetolgi <y»fe 



If. 



ITCE Ml*i f * KWflt. 





H. Cteyter in mi 5# ate -p aw (a) ’It i%tUfiM tte wm y*a iferi 

amir and te vaA af Ub tntariy* wyilMUat*. V Atrfaaa— femn aav 
tef ate AirfMrav anUndgo yti MMblta kin to allot tte trite to fetwapt 
abb af tte r— |i i at Ira mMom with oat ownAap. 



TVs um of Ajoagr fbnd aaULalgna wife tte first two Ib br i olaarljr 
rtlitinailihlm te mm fen te liaimattlat la iltetdf afe astelaa Ma 
witeo it iiffiaalty 

(1) ta aavtti fe mlfeb namurnta Align— af all 
mat flnad anbvts. Tfea daahla oallaLgn prantenro telya 
a— Item Mgr; 

(U) ta Aftvval tea iat nwanyt atettate ta tte 
allotted witteat dlfflaaltjr and to lltoUnb feat ia sat 
anted at ttet ot a tln 

(ill) ta ttatiMutak wpbUjr and witteut aaaiatasaa af 
i» te a fe laK af saw ft Mai l— in ««mm tea Haloolng 

17. It any te auffoatad ttet It deaa not aattar faallltatlaa tte fey * 

aoatrol war and war* of hla U b i teyt vrganlaatiew* prvrldod te daaa aat fain 
tf It. Oan te fail to da ao? Vlttet angr aaaoaaa in aarptag rapby at all, 

I aoggaat ttet aor prvaont ijate aanaaf avoid firing M a jrtu rtjr lndioat iaaa 
of lntateloaa, wkioto aa / te ooaAjrMad i ar oifeife laforaatlaa ftqa btter aoaroaa. 

it- rermrio* or <xm ajp T*gia Loomaw 

Tte waa ky Birleiown and aorta ia attar aalta af atalpn (dailj 
atengtm ) tteagt tepwvUy laaa t ad imnittelly tehlad AMT will ante la 

tte «Mfe ta Ai a aavag 

(1) tte faaaanal era. in white mnrra era laaatad 
(ii) tteir ai aa, aof iwtlr* te prariaaa r an ar te 

(ill) tte arrival af aav fa aa atia a a 

Tte aaa hgr 00 aad ii udb af tartan Igw ia tte mm im will ilndUrly 
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enable them to Mtiant* ooooenfcrat ione and obeerve moves. 

Any ohange In the "codes ign - fixed o*l Is ign Junction point'* of 
the above will assist, and also probably reveal ohangee of subordination, 
the Ttmk i v of asasagee that reejuire retrenam i ■ ■ Ion between a Oorps or Dlv H ,, 
in r mm and String refitting, to higher formation H js is probably higher 
than whex operationally •■ployed. 

19 * Tfca use of fixed eallslgne for orts , Hall heeds, important tow— 

Pis tr iot s and billeting areas will tend to give ■ in liar inforraation in view 
Of the inevitable ohangee in the voluna of traffic, ooneequent on concentration* 
er departures. 

The allot— nt of additional fixed oallaigna to towns or other a tat lone 
and the lapsing into ail— and norretse of others will also provide information 
of infiltration and increased or decreased oonoent ret laae. fbi exist— of 

BRXTI3H ft stations in TORT3T wee mentioned by sn ITA LIA cryptographer and 
was probably disclosed by the use of JO oallaigna of new stations ocncunioat ii^r 
with OAIHO (JOJC). 

"'h* (U3&WJ1 'felloe used to use fined oallaigna. In 19M , tbs 
ukSWAN infiltration Sato SCUMtfU was spotted as a result of this, and onussd 
see rob to be ande for Amy stations using ohanglrg oallaigna in that are a. 

Owing to the inaeeuraoy of y/P and the difficulty of the callsign prooedurs, 
this search was not oonolusivs but oonflmatory. 

■to are aware froa captured do au — ot s that • <RMAI. intemept stations render 
s daily return of fm.uet lam or units subordinated to senior forest ions. This 
assists their reoorda of our Order of Battle. Our o* 11a Ign system facilitates 
this. 

Thors are probably ether ooagxromiees of direct military value based 
on the background knowledge aoqpiired by persistent intero option and traffio 
analysis 

20. Chapter 111 p*ira 5 sub-para ( b j "It provides aids to •rwmj 

oryptographlo attach on olpher traffio". 

There oan be no doubt that the enswy has a large cryptographic 
organisation. Unless our high grade machine and book ciphers are 

absolutely smut, —e—MM our as— sign system enables bin 

C/t LC- 

(i) to deteredm the originating station and the 
receiving station without doubt froa day to day of 

eaoh — l ag s; 
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(il) to sort all traffio aooordinglyj 

(ill) to fallow the oouree of re- transmitted 1 — laa ge e 
and from tho T or JG instruction in the prefix to try out 
possible *e~tra malt ted re anotphera of the message. 

If a am usage addressed froa a station within the 
fixed calls ign area to a station in the daily changing 
o odes ign sons is not re-enciphered, the changing codes lgn 
is soe pra m lsed with the fixed oallalgn and possibly froa 
day to day. I gather that shortage of olpher staff rende m 
this letter callsign ooupraeiee inevitable. The alternative 
imm to be two cipher versions of one uessage. 



The systeai seem to facilitate enemy aryptogrftphiO attack in that 



( 1 ) any Indiscretion and ooupraadse oan be worked on 

( ii , routine — esagoe can be collected frrai day to day; 

(iii) eepturwd files of telegrawu or olpher d^xxsaerita 
be examined against earlier cipher traffic intercepted. 

fop seem 






oar 




tt. Th* P — * at aywtao pewmmttm fbmr difficult!— tbm th* "old wtt 

aada tiUiip ayot— T wharf «Mb ta— linl at a larga station had a different 
— Ilwlpi 1* tha wair of 1%1, tha writ— with two — twwrw and ana WO 

yradnosd a rttwj.r— af UHaUJT atatis atatlooa 1 b tha arwa 0TTW3, STRIA, 
MUOTSK, WTTT, wad SBDAR whan tha wwnrw ooda *j*t— ««• la for— 

a^^''*Aia?aU7-, rw f waa 

awplopwd fir 4 w— ha — lp an low pah traffia olaaa ifiantian, and aa a 
tslaprtnlar apaiwtar » Tha aaaa with whloh taaqr tot — p t la awwtrwdlad 

la ahna by tha — *ud— tl— a# tha aarrloa lata 6 muaiobs, hi at mlgsao* 
hatog r— lfcla far BAUUh arwa, ho 7 for ITALY. 

Jh* ho V rtjtt£LJ*l baa 

m at SBL«Ai*f ( ?a*htah— ) 

Zgt— pt atatia n Mo 5 at aALOKtot (30 watahaa ) 

* * aa < at ATOMS (30 — tah— ) 

Mabfla Inl—pt Oop * S3 PACK 1 
3 B/T atatlana. 



jrlanaar what at ho 6 tot— wpt atatian at AfHHNS, and atataa 
that all t y pa a af tanffio a— lpwla and wrpptamlpwla ara dnaa tan. KU 
tphhin waa that hUTia aipub laaartty waa p— r, that papa —I— ftaad 
hlUlpi ara parti— laid/ aaap ta t a t n r aap t , Ba aald that JQtO (OAIRO) 
mm t— tad — a priority. Ifca fall —part (attf/kg/JJp datad 4 Apr it) 
la wavth r— ding 



K. l^ly dlfflowlt ta aaplaln ta anpans net waraad ha taaffla analyato 




(14) and (111) far tan an — 1— wawtaa In 1%5 aftar a ah— ga 
ta daily oh— glag aallalpw. 



It la hapad ya w— 1 af tha— nap aaaiat. 

O Tha praatlaal dim— Itl— «f wEptlng oh— gtog — llalpai to flood 
aat— aha art aald to ha graat, if dalop to ranting trafflo la nat to w a d i 
tha OHFtHAlUt* h aw — a— raa— ttU. An up to data — nlpa l a af thalr awllaiga 
n a tha da and traffia renting trm OCKq night sol— tha yrthl— . 

A 0— grant— af — lUlpi ha— a waod tp op— tlaanl — 1 ta am Id ha 

—re— hp tha pravtol— af a — r haak far flnad atatian n. If wall twlprt, 

a wrap law tha waald aUgoa hafhra tha anaap aanld m eanat— I It, 
pavtlon lajdp if all flpnr— — wwU aa lwttava wa— waod thraagh— t. 

I suggaat that tha 51009 ataff w—tog — a*HKAI traffia ehtal— 
a wrap foil tnal^t lata tha totar— latt— of ilgnl and alghar aaaaritp 
and af what fh— a af *T yraaah— ara Hu— rw or in ww . — p I a— gaat that 

tha offlaar m af 3ip > aanfhr with SSUff affla—a doing tanfras —alp ala. 




oalanal, 0.3. 
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